“They shall have life, life in all its fullness.” (John 10:10)

Mossley C.E Primary School
Boundary Lane

Congleton

Cheshire

CW12 3JA

Tel: 01260 272451

Headteacher: Mrs. Helen Harrison B.A (Hons) P.G.C.E
Email: head@mossleyce.cheshire.sch.uk

www.mossleyce.cheshire.sch.uk
Dear parents,

Over the last few weeks, we have seen an increased amount of issues in school regarding online
safety. Whilst we deliver age-appropriate lessons on online safety, on a regular basis to all children in
school, it is impossible for us to monitor what children are accessing at home.

It is this content that is being accessed at home, which is causing issues to arise in school. We
understand the difficulties of monitoring this, but ultimately, it must be our whole school
community’s shared goal of keeping children safe online.

Below, you will find some useful tips and information around the different platforms that your
child(ren) may be accessing. Furthermore, we recommend that you have a look at the National
Online Safety website (https://nationalonlinesafety.com/). This is full of useful information and is
completely free.

Please take the time to read this so that we can collectively keep our children safe.
Thank you for your continued support,

Mrs. Helen Harrison
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https://nationalonlinesafety.com/

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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\NWAT ARE

THE RISKS*

BULLYING \

Unkind comments or images which
are purposely aimed at an individual
can be shared freely in a group chat -
allowing and often encouraging others
to join in the bullc}ling behaviour. If this
content is shared in a group of their peers
(especially a larger group), it serves to
amplify the hurt, embarrassment, anxiety
and isolation that the victim feels.

EXCLUSION AND ISOLATION

This common issue with group chats can &

happen in several ways: starting a new

group, for instance, but deliberately excluding

a certain child. Likewise, the chat may take

place on an app which one child doesn’t have

( access to, meaning they can’t be involved. A

child can also feel isolated when a group chat is

used to discuss or share images from an event
» that everyone else but them attended.

INAPPROPRIATE CONTENT

Some discussions in group chats may
include inappropriate words, swearing and
unsuitable images or videos. These could be
viewed by your child if they are part of that
group, whether they actively engage in it or not.
ome chat apps have a disappearing message
function, so your child may be unable to report
something they’ve seen because it can only be
¥ viewed once or for a short time.
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CONSIDER OTHERS' FEELINGS
Group chats are often an arena for
young people to gain social status. This
could cause them to do or say things on
impulse, which could upset others in the
group. Encourage your child to consider how

A AWhatlParents & Carers Need to know about

i GROUP CHATS

.. messaging/apps;ionisociallmedia and injonlinelgamesYgrouplchatslarefamongjithe]
most/populariways thatiyoung/peoplelengageiwithitheirpeersfonlinedinvolvingibyldefinition®
. threelorimorelindividuals;these groups allow/usersitolsend messages;limagesiandivideos}to
everyone in one place. While they are usefulifor helping|friends) peoplejwithishared
interests or members of a club to communicatelandicoordinatelactivities;ithey/can
also leave young people feeling excludediand|bullied =lasiwelllas|providing
opportunities for inappropriate content tolbe viewed.

| Ad?ce for Parents &

am On arelated note, you could also

other people might feel if they engaged in this
behaviour. If your child does upset a member of
their group chat, support them to reach out, show

In any online communication, it’s vital for

young people to be aware of what they’re

sharing and who might potentially see it.

Discuss the importance of not revealing

school or photos that they wouldn’t like to be

seen widely. Remind them that once something

is shared in a group, they lose control of where it

_may end up and how it might be used.

Dr Claire Sutherland is an online safety consultant, educator
and researcher who has developed and implemented
anti-bullying and cyber safety policies for schools. She has
written various academic papers and carried out research for
the Australian government comparing internet use and sexting

empathy and apologise for their mistake.
identifiable details like their address, their
Meet Our Expert
behaviour of young people in the UK, USA and Australia.

SHARING GROUP CONTENT

It's important to remember that — while the
content of the chat is private between those
in the group - individual users can easilx
share a message, photo or video with others
outside of the group or screenshot what's been
osted. The risk of something your child

intended as private becoming public (and
potentially going viral) is higher if there are
people they don’t know well in the group.
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4 UNKNOWN MEMBERS W&/ 2.0

Within larger group chats, it's more
likely your child will be communicating
with people they don’t really know. These
strangers mq?l be friends of the host, but
not necessarily friendly toward your child.
It's wise for young people not to share
personal details and stay aware that they have
no control over the messages and images they
share after they’ve put them online.

[ =
NOTIFICATIONS AND FOMO

A drawback of large group chats is the
sheer number of notifications. Every time
someone in the group messages, your child’s
device will be ‘pinged’ with an alert: potentially,
this could mean hundreds of notifications a day.
Not only is this highly distracting, but young
people’s fear of missing out on the latest
conversation results in increased screen time as
they try to keep up with the chat.
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BLOCK, REPORT AND LEAVE

If your child is in a chat where
inapprogriqte content is being shared,
advise them to block the users sending
the material, report them to the host a?p
or platform and exit the group. If any of this
content could be putting a minor at risk,
contact the police. Emphasise to your child that
it's OK for them to simply leave any group chat
that they don’t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a
" massive irritation and distraction -
| especially if it's hqppeninﬁ late in the
evening. Explain to your child that they
| can still be part of the group chat, but that it
would be healthier for them to turn off or
mute the notifications and catch up with the
conversation at a time which better suits them.
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GINE SUPPORT, NOT JUDGEMENT

Remind ?lour child that they can confide in you if
they feel bullied or excluded in a grouE chat,
instead of responding to the person who’s upset
them. Validate their hurt feellngs and help

to put them back in control by discussing
how they’d like to handle the situation.

empower your child to speak up if they're
in a chat where others are being picked on.

AVOID INVITING STRANGERS

Sadly, many individuals online hide their
true identity to gain a child’s trust - for
example, to gather information on them,
to exchange inappropriate content or to coax
them into doing things they aren’t comfortable
with. Ensure your child understands why they
shouldn’t add people they don’t know to a group
chat - and, especially, to never accept a group
chat invitation from a stranger.

National
Online
Safety”
HWakeUpWednesday

@ www.nationalonlinesafety.com

Y @natonlinesafety

n /NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 27.04.2022



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

¢ where children may be encouraged by influencers to
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ADDICTION

|
Many social media platforms are designed \¢
in a way to keep us engaged on them foras 3§ )
long as possible. There's a desire to scroll 30
often/more in case we‘ve missed something ‘g*g
important or a fear of missing out. Instagram is®
different and young people can easiIK lose track of
time by aimlessly scrolling and watching videos .
posted by friends, acquaintances, influencers or
even strangers.

PROTBETTRCE T

Product tags allow users (particularly influencers who
are sponsored to advertise products) to tag a product
or businessin theirJ)ost. This tag takes viewers,
regardless of age, directly to the product detail page
on the shop where the item can be purchased an

'\ purchase products they don’'t necessarily need.
J - e

EXCLUSION AND OSTRACISM

Young people are highly sensitive to ostracism. =
Feeling excluded can come in many forms such as:
not receiving many ‘likes’, not being tagged, being
unfriended, having a photo untagged, or not
receiving a comment or reply to a message. Being
excluded online hurts just as much as being
excluded offline — with children potentially suffering
lower moods, lower self-esteem, feeling as if they
don't belong or undervalued.

pustcaccounts GG {

Product ta%ging on Instagram only works on public
accounts. If your child wants to share their clothing
style, make-up etc and tag items in a post then they
may be tempted to change their settings to public,
which can leave their profile visible to strangers.
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Instagram is onelofjthe most popular social medi:: platformslin/the world, with overil|billion{user

worldwide. The platform allows users to upload in_wages and videos to their feed, createlinteractiv
istories’, share Iivéﬂevideo.s, exchange private messages orlsearch, explore and follow/other;

c'countslike — whilst at the same time continuousl

‘ 5 features to meet the needsofiits{u

rdatip.g and addin m
P f
GOING LNE

Live streaming on Instagram allows
users to connect with friends and
followers in real-time and comment on @B
videos during broadcast. Risks increase if

the account is public because anyone can
watch and comment on their videos,
including strangers. However, other risks
include acting in ways th? wouldn’t
normally or being exposed to inappropriate
content or offensive language.

INFLUENCER CULTURE | T¢

Influencers can be paid thousands

of pounds to promote a product,

service, app and much more on social
media - the posts can often be identified
because they state they're a ‘paid partnership’. ...
Ofcom found that young people often attempt <
to copy-cat influencer behaviour for their own

posts to gain likes, sometimes posting content
which may not be age-appropriate.

UNREALISTIC IDEALS

Children compare themselves
to what they see online in terms
of how they look, dress, their
body shape, or the experiences
others are having. The constant scrolling and
comparison of unrealistic ideals can lead to
children feeling insecure about their own
appedarance, questioning how exciting their
own lives are and having a fear of missing
out.

Advice for Parents & Carers
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HAVE OPEN DIALOGUE

Talk to your child about live videos and the

REMOVE PAYMENT METHODS  *

If you're happy for your child to have a

.

~

risks involved and how they can do it safely with <
family and friends. Talk to them about ensuring they
have safety settings on so only followers can view
them live, and maybe help them prepare what the
would say when they do go live.

FAMILIARISE YOURSELF

Instagram is one social media CIpI:)
which has its safety features available
to parentsina user—friendIY manner. The
document provides examples of
conversation starters, managing privacy,
managing comments, blocking and restricting
and can be found on the Instagram

card associated with their Instagram
account, we suggest adding a PIN which

will also help prevent unauthorised purc

FOLLOW INFLUENCERS

Following influencers will allow you to

you deem inappropriate. Talk to your child

needs to be entered before making a payment.
This can be added in the payment settinﬂs tab and
ases.

~>
monitor what they're sharing as well as(@
being able to discuss anything which
about who they follow and help them develop J

critical thinking skills about what the influencer s,
trying to do. For example, are they trying to sell a

product by promoting it?
5

website>community>parents.
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Due to the impact on mental wellbeing, Instagram has allowed users

to change the focus of their experiences online away from how many
likes a post has by hiding the like counts. Users can hide like counts on all
the posts in their feed as well as hiding the like counts on their own posts.
This means others can’t see how many likes you get. This can be done by
going into settings > notifications > posts > likes > off

Meet Our Expert

Dr Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various
academic papers and carried out research for the Australian government
compadring internet use and sexting behaviours of young people in the UK,
USA and Australia.
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Instagram has launched ‘live moderators’ on Ins
live where creators can assigh a moderator and give
them the power to report comments, remove viewers
and turn off comments for a viewer. It's recommended to
keep devices in common spaces so that you are aware if
they do go live or watch live streaming.
; ' i ﬁ
Talk to your child about the use of filters. While @
theY can be fun to use they don‘t represent the \
real them. If you find your child continuously using a filter,
ask them why and reassure them that they are beautiful i
without it to build up their feelings of self-worth. Discuss
the fact that many images online are filtered and not
everyone looks ‘picture perfect’ in real life, which can also
lend itself to discuss what is real and not real online.
- (A o Y | O
BALANCE YOUR TIME
Instagram now has an in-built activity dashboard that allows users
to monitor and control how much time they spend on the app. Users <=
can add a ‘daily reminder’ to set a limit on how much time they want to
spend on Instagram, prompting them to consider if it's been too long with a ‘take
a break’ message. There's also the option to mute notifications for a period of
time. These features can help you have a conversation with your child about how
much time they are spending on the app and to set healthy time limits.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Minecraft is a beloved classic of modern gaming. First released
building and exploration still has over 140 million players who happily return to play it at least once every
month. Minecraft has also been utilised for much more than just entertainment: it's sometimes used in
schools to teach children coding, and it's also employed as a tool for computer-aided design, ! |
which is another valuable skill. Encouraging creativity and problem solving, Minecraft has .

plenty to offer gamers of all ages, and it's available on almost all video game platforms. -

s
SCARY ELEMENTS

The visual design and ame?lay of
Minecraft is purposefully child friendly, so
there's nothing too untoward in the game.
However, some of the ‘baddies’ that can be
encountered might prove a little too scary for r
very young players. In the game, certain enemies
come out at night and are accompanied by

‘ audio — such as zombie moans and skeleton

I

-~ PUBLIC SERVERS

Joining a public network (called a

server) lets your child potentially

interact with strangers through text chat.
Some servers focus on building, while

others are dedicated to role-playing -
encouraging direct player interaction. Anyone
can "oin public servers and connecting to one
is relatively simple. Public server IP addresses
(and therefore someone’s location) are easy

to find with search engines. bone rattles — that may unnerve young ones.

- ,
ADDITIONAL PURCHASES

After initially buying the game,
players can make optional extra
gurchqses for cosmetic items and other
onuses. Minecraft Realms is an optional
[ | online subscription (requiring regular
‘ payments) that lets users run a multiplayer

server to play with their friends. Most games
consoles also need an active subscription to

enable online play - so online gaming can
quickly become an expensive hobby.

GRIEFING

Some people in Minecraft delight in S
purposefully damaging or destroyin

another player’s creation. This is called Em
‘griefing’ and is a form of bullying: it [EEI
intentionally spoils someone else’s

experience in the game by deleting hours of

their work and forcing them to start from

scratch. Many public servers treat griefing as a
severe offence and frequently ban offenders.

ADDICTINENESS -

Minecraft's gameplay is relatively

simple, and the outcome gwhen a child

has built something new, for instance) can

be extremely gratifying. This can make the game

highly addictive. It's easy to lose track of time

- \Rile playing Minecraft, causing committed
oung players to forget about other activities
ike homework or enjoying family time.
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Adv?ce for Parents & Car!ers < ,I

RESEARCH CONTENT CREATORS CHOOSE THE RIGHT MODE

There are a lots of Minecraft content L Selecting ‘Creative’ or ‘Peaceful’ mode allows
creators who release helpful videos about the ., children to play Minecraft without having to
ﬁame on YouTube and Twitch. Not all of these, contend with enemies. It's also a great way for

owever, are suitable for children. Watching these you to get used to playing the game with them,
content creators’ channels yourself first is a safe since the difficulty level is lower. This allows you
way to find aﬂrropriqte Minecraft videos to share to work together on a long-term project, creating
with your children. This also helps you learn more something special without the threat of moaning someone who shouldn't be there. This is the closest
about the game itself, and how your child plays it. zombies or creepers damaging your build. equivalent to parental controls in Minecraft.

i [ AR Y . e ) \ e
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ENCOURAGE BREAKS TALK ABOUT STRANGERS

HOST A PRIVATE SERVER

The easiest way to find a safe server for
your child to play on is to make one yourself. =
Hosting a server prevents strangers from finding it,
unless they've been given the necessary joinin
details. A private server also lets you control who's
allowed to enter and - if necessary — to ban

\

It's easy for the hours to fly by while your child is playing

Minecraft, so reminding them to take regular breaks is essential.

This is a useful way for them to learn good time management, which
they’ll benefit from as they get older. It will also teach them to play
their favourite games in moderation — limiting addictive behaviour and
allowing them to manage their day better.

Meet Qur Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.
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At some point in their lives, almost everyone needs to have

contact with a stranger online. Talking to your child about online

safety, therefore, is essential — as is having a plan in place for

dealing with any hostile or difficult strangers. Ensure that your child knows

never to tell a stranger about themselves online, and that they should come |
to you straight away if they do encounter a problem. L
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Roblox is one of.the|most/popularvideo/games/on|the/market’|By;2020}the/game;s

were claiminé"t;. ore than|half/c drenlinthe]USATplay;itJAslalsandboxtitle};

Roblox offers a huge'amount/of/creative|freedom:|it|lets{playersicreatejtheirfownii=
“ggming experiences with'the/Roblox(Studio|to]b game :

which can then be shared with{other/playersionli L

thinking and enjoys 6fr1bst onlinelcommun
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" ONLINE DATERS

These are also called ‘ODers’
i and are quite common in Roblox. An

ODer is an individual who joins a game with
the intention of findin? someone to date
online - and eventually meet in person. Such
online dating is against the Roblox
community guidelines, but this usuall
doesn’t deter ODers. Some player-built
Roblox game worlds have even been
designed with online dating specifically in

IN-APP PURCHASES L %
Roblox is actually free to download
AN

Roblox encourages players to

. communicate online (including a

. group chat facility). This could expose
children to risks such as scammers, online
predators, harassment, griefers and more.
The in-game chat has some filters, but isn't
perfect: players can still send harmful
messages to others — such as scam links or
general hostility — while predators can reach
out to children directly.

PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to play exclusively
with their friends, but this costs money.
Most Roblox players will instead be on
public servers that anyone can join. Servers
can host games which focus on all kinds of
aspects, including direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from
strangers than others.

1

| and play, but bear in mind that

s there are some hidden costs. Players
are encouraged to make purchases

in the game, for example, using real
money. People can also buy extra
Robux (the in-game currency) to
spend on cosmetic items in the game,

while it's possible to purchase a private

or VIP server. %

P
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SET PARENTAL CONTROLS & PRINATE SERVERS

Roblox comes with several parental control options, ™~ '8 Roblox's private messaging function raises the If your child has some genuine friends to play Roblox

which are explained well on the game’s official risk of children being contacted by people they online with, paying for a private or VIP server decreases

website. It's essential to enter the correct date of birth || may not want to speak with — potentially x the risk of contact from strangers. Even then, however,

for your child, as that allows Roblox to automatically . leading to buIIying, harassment, toxicity and « some pla)I/ers could invite other people — who might not
# apply the appropriate chat filters. The game also scam attempts. The game allows you to disable necessarily be child friendly - into the private server. If

allows parents and carers to set monthly spending | messages from anyone who hasn't been added your child is a Roblox fan, it's important to talk with them

as a friend on your child’s account. regularly about who they are playing the game with.

. . (35 ~ e 1< .

ﬁ DEALING WITH STRANGERS ﬁ
At some point in their development, your child will need to “
learn how to deal with strangers online. Show them how to \

: : ¢ \N‘ts.“*-
block and report any users who are upsetting them or asking Y
uncomfortable questions. Talkin? to them about what’s OK to discuss '
- and what they should never tell a stranger online - will help them
understand how to communicate with other people online safely.

Vv! D/ \'

restrictions and monitor their child’'s account.

MONITOR SPENDING

If they don't understand they’re using real money, it's easy for
children to accidentally spend a sizeable amount in the game.
Using parental controls to place limits on their spending will help
avoid any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it
harder for your child to spend money inadvertently.

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feeliitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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lusers,exchanging texts, ﬁ’)‘

(o)

photos, videos and documents; as weII as mqklngme cmd videolcallsits e&ds;fo end/encryption means e,
messages canonly.beiviewed by the sender and cmy recipients:inotlfeven\WhatsAppicanreadithem:Updates toits s‘ro,_..“_\g“‘

privacy pollcy in 2021 (mvolvmg shaang data W|th parenticompany, Facebook) caused ml||IOS. \ve the app; butithe

POTENTIAL CYBERBULLYING

Group chat and video calls & -
are great for connecting with f
multiple people in WhatsAp F but D@*#
there'is always the potential fo

someone’s feelings to be hurt by an
unkind comment or joke. The ‘only
admins’ feature gives the admin(s) of a

® group control over who can send
messages. They can, for example, block
people from posting in a chat, which could
make a chlld feeI excluded and upset.

DISAPPEARING MESSAGES . [ CoNmct FtRAOM SIRANCERS
i A e PN

Users can set thtsAp? messages to
disappear in 24 hours, 7 days or 90 days - the person you want to message
| (the other person also needs to have

by default. Photos and videos can also be /‘ ° ’ e |
oo the app). WhatsApp can access the
A / address book on someone’s device and

instructed to disappear after the
reC|p|ent has viewed them. These files
can’t be saved or forwarded - so if your recognise which of their contacts also use
° the app. So if your child has ever given
their phone number to someone they don‘t

child was sent an inap J)ro priate
message, it would be difficult to prove

know, that person could use it to contact
them via WhatsApp.

any wrongdoing. However, the receiver
LOCATION SHARING &

can take a screenshot and save that as
C@' ' ‘ The ‘live location’ feature lets users

evidence.
) share their current whereabouts,

ENABLING FAKE NEWS @
allowing friends to see their movements.

WhatsApp has unfortunately been linked
\ WhatsApp describes it as a “simple and

to acceleratmg the spread of dangerous

rumours. In India in 2018, some outbreaks
secure way to let people know where you
are.” It is a useful method for a young \

of mob violence appear to have been
sparked by false allegations being shared

person to let loved ones know they’'re safe ™=
— but if they used it in a chat with people

on the app. WhatsApp itself took steps to
) they don’t know, they would be exposing

SCAMS

Fraudsters occasionally send WhatsApp
messages pretending to offer prizes - /
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
Eersonatlng a friend or relative and
ing for money to be transferred to

help with an emergency.

oY
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prevent its users circulating hazardous
theories and speculation in the early

weeks of the Covid-19 pandemic. % 4 their location to them, too.
A =R - ‘ _ —
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~ Even though someone would need a child’s If your child receives spam or offensive ‘ , Young peogle shouldn’t engage with any
phone number to add them as a contact, messages, calls or files from a contact, they message that looks suspicious or too good
it's also worth altering a young person’s should block them using ‘settings’ in the chat. to be true When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
photo and status. The optlons are show up on their device and stays undelivered. first time, they’ll be given the option to
‘everyone’, ‘my contacts’ and ‘nobody’ - Blocking someone does not remove them from rePort it as spam. If the sender claims to be
choosing one of the latter two ensures that Zour child’s contact list — so they also need to riend or relative, call that Ferson on their
your child’s profile is better protected. e deleted from the address book. usual number to verlfy it really is them, or if

it's someone trying to trick your child.

CHECK THE FACTS

You can now fact-check
WhatsApp messages that

o

THINK ABOUT LOCAfION ¥ DELETE ACCIDENTAL
If your child needs to use the ‘live i MESSAGES «

location’ function to show you or

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or

has been added to a group one of their friends where If your child posts a message they have been forwarded at
= that they don’t want to be they are, advise them to want to delete, Whats@ipgliows the  |egst five times, b
. part of, they can use BTGRoup share their location onl user seven minutes to erase a double-tapping the
WhatsApp’s group settings #= | foraslong as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a WhatsApp gives d range of message, choose ‘delete’ and then right of the message. From
group, the admin can add ‘live location’ options, and your delete for everyone.’ However, it's there, your child can launch a “
them back in once; If they E child should manually stop sharing important to remember that

recipients may have seen (and
taken a screenshot of) a message
before it was deleted.

leave a second t|me itis ~ their position as soon as it is no
permanent. longer needed.

themselves whether the

Google search and decide for N
message was true or not. 2
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they

feeliitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What{ParentsitCarersiNeed|tojknowlabout!

YOUTUBE KIDS

YouTube Kids is a child-friendly version of YouTube which offers a colourful and easy-to-navigate
environment that's suitable for young children. This app is easily accessible and available for mobile
devices, which can be downloaded without needing the YouTube app on the device. Despite YouTube 4
Kids seeming like a very child-friendly platform, it has raised concerns over its advertising and ——
inappropriate content seeping through the curation process.

Download the YouTube Kids
app and connect your own
YouTube channel.

Input your child’s name,
age and birth month.

HELLO

Select the types of videos
you want to include for your
child based on their age and
your own persondl choice.

Preschooy;

985 4 and unge,

If you decide to approve

the content yourself, the

app will present you with
sample videos for you to
accept and reject.

Once you've made your

choice, you're ready to use
the app!

1 4
REMOVE ADVERTISEMENTS ) & | BE WARY OF UNSUITABLE CONTENT p§ DISABLE SEARCH OPTION -

Like YouTube, adverts on YouTube Kids are also YouTube Kids has a far lower chance of @ : YouTube Kids allows you to disable the search
» quite pervasive. If you decide you don’t want your showing unsuitable material than YouTube, feature, which you may find useful in preventing
.| child being exposed to adverts, you can subscribe but there are still reports of malicious users  cmsor® your child from unintentionally finding

to YouTube Premium which will remove adverts on deliberately uploading inappropriate content. age-inappropriate content. Doing this will also

YouTube Kids. However, it's worth remembering It's important that your child feels able to talk to give you more control over what your child is

that this doesn’t block adverts that content you if they were ever exposed to upsetting watching. It’s also worth noting that setting an

creators decide to make as part of their content, content in the future. It's also safest to report age limit will ensure thqt&/our child is only

and children are still able to access channels . inappropriate videos: tap the three dots in the exposed to recommended videos that are

from branded fast food or toy companies. 4 corner of the video and select ‘Report’. . deemed suitable for their age group.

e i ]

RESTRICT VIEWING TIME MONITOR WATCH HISTORY 1 WATCH TOGETHER

The YouTube Kids app provides you with the YouTube Kids has also made it possible for gt

It's important to make YouTube Kids a fun and
option of setting up a timer to monitor and parents and carers to see what their children i

positive experience for your child. This may require
spending time findinq channels and content that
ill

limit your child’s daily usage, which are watching on the app by clickin%on the b ke ) an AL
you and your child will enjoy and benefit from. Try

automatically stops the video when it ‘Recommended’ icon on the top right of the <

reaches the set time. It may be best to make home screen. It may also be worth havin%a introducing fqmiIY sessions where you can share
use of this feature to prevent screen look at what your child has recently watched the most enjoyable videos that you and your child
addiction - which can potentially lead to by clicking on their history tab. The red bar on have recently watched. This can be a great way of
children staying up too late, affecting their the video shows how much of the video has giving you and your child many new things to talk
mood and concentration the following day. been watched. about with each other.
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